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Copyright Notice

Copyright © 2007 by Synaccess Networks, Inc. The matdisalissed in this manual is the
proprietary property of Synaccess Networks, Inc. All retains all rights to reproduction and
distribution of this document.

FCC Warning

The Federal Communications Commission has set limits for emitted radio interf@rbace.

Synaccess Networks systems are constructed with this electromagnetic interference (EMI)
limitation in mind. The systems are classified under FCC Regulations as a Class A and Class B
device. A Class A device may be used in commercial environmentsantresidential areas, A
while a Class B device may be used in commercial environments residential aresesBThe t e r E
series devices has been tested and shown to comply with the following FCC rule: Part 15 Subpart J
and ICES003.

UL Safety Standards mpliance

neBooterE Series products have been tested and
test requirements:

UL-609501: 2003, R7.06
CAN/CSA-C22.2 No. 6095a-03

Warranty Information:

The warranty period on this product (parts and fatsoone (2) year from the date of purchase.
Please contact Synaccess Networks Inc at 760 930 0473 or visit our website at
www.synaccessiet.com for information regarding repairs and/or returns. A return authorization
number is required for all repairsinens.

See Appendix A for more information.

Changes:

The material in this guide is for information only and is subject to change without notice. Synaccess
Networks Inc. reserves the rights to make changes in the product design without reserdation an
without notification to its users.

Synaccess Networks, Inc.
2091 Las PalmadDrive, Suite B
Vista, CA 92011
Tel: 760930 0473
FAX: 760 930-0550
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1 System Description

1.1 Products Comparison Chart:

Model Chassis # of # of input Total AC Input Power Cord | AC Current | Network Regulatory
Outlets [Power Cords| Current Plug Type Monitoring Port ULSafety & EMI
(Inlet) Output (Ethernet)
(Amps)
NP-02 Compact 2 1 13 NEMA 5-15P N Y UL609501/FCC
Class B
NP-0201 Compact 2 1 13 NEMA 5-15P Y Y UL609501/FCC
Class B
NP-08 1-U 8 1 15 NEMA 5-15P N Y UL60950G1/FCC
Class A
NP-0801 1-U 8 1 15 NEMA 5-15P Y Y UL60950-1/FCC
Class A
NP-08G2 1-U 8 2 30 NEMA 5-15P N Y UL60950G1/FCC
Class A
NP-16 2-U 16 2 30 NEMA 5-15P N Y UL6095G1/FCC
Class A
NP-1601 2-U 16 2 30 NEMA 5-15P Y Y UL/FCC Class A
NP-16A20 2-U 16 1 20 NEMA L5-20P Y Y UL/FCC Class A
NP-16A30 2-U 16 1 30 NEMA L5-30P Y Y UL/FCC Class A
NPB-20 0-U Vertical| 20 (16 1 15 NEMA 5-15P Y Y UL/FCC Class A
Switchal
le)
NPB-20A20 |0-U Vertical| 20 (16 1 20 NEMA L5-20P Y Y UL/FCC Class A
Switchal
le)
NPB-20A30 |[0-U Vertical| 20 (16 1 30 NEMA L5-30P Y Y UL/FCC Class A
Switchal
le)

Figure 17 Product Comparison Chart

The above listedeBo ot er E systems provide secure and ve
access for communication equipmeuntl!s as routers, switches, and network devices. They are also
the ideal assistant devices for engineering development and test applications. Key features include:

1 Local Master Port accesspffers data rates from 2400 to 115200 bits/second and optional
hadware handshaking (CTS/RTS). There are two operation modes for the port: Console
Transparent Mode and System Control Mode.

Synaccess Networks, Inc. www.synaccesset.com (760) 930i 0473 Pagef 46




User 6s Manual

1 Three user privilege login levels: The Administration level manages system configuration
and unconditional access to all powatlets and all serial ports. The User level allows each
user to reserve and manage his/her own ports, as well as to change most of system
configuration settings. Anonymous users are able to view all settings and operate unreserved
power outlets and seriabnsole ports.

1 User name and password for each port=ach port is user name and password protected.

1 Line commands or menu configuration controls:Menu table operation offers
userfriendly operation methods that are used for changing system configgratiewing
run time statuses, and issuing controls. Line commands provide quick and easy operations.

1 Telnet accessRemote access the system over a TCP/IP network for configuration and
control of the systems.

1 Out of band Modem access interfacing:Control and configure the system via a telephone
line. Optional custom Modem AT command string to the Modem.

1 HTTP web accessEmbedded web server provides secured user name and password
authentication. The operations are easy and friendly, utilizing tabtegraphical icons.
Download SNMP MIB files for convenience, or view an online help manual.

1 SNMP MIB capability: An SNMP (Simple Network Management Protoca@yent is
integrated in the system for an exchange of management information between thasgistem
network devices.

1 POP/SMTP Emailing with SMTP Authentication capability: A user can send control
commands such as reboot power outlet via emails. Command execution reports are replied
for each command email received. SMTP user name and passeqmbtected through
authentication process.

1 SNMP Trap for sending logging messagefhe Trap is used to asynchronously report
events to the NMS. It forwards power reboot command execution information to the remote
Trap logging receiver.

1.2 What you can do with the system:

1 Remote equipment power source management over TCP/IP networésiding rebooting
user equipment, and permanently turning on/off user power source. Schedule power reboots
or power source on/off events monthly, weekly, daily ongttane an application requires.
Reboot power source to equipment when a network connection is lost.

1 Monitoring AC Power Consumptionand sending warning messages when the aggregated
AC draw from a system is crossed predefined threshold.

1 Remote control aywhere by emailingVia emails, you are able to manage the systems or
user communication equipment power sources when LAN access is impossible. Via emails,
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you can send user data to the NP control commands such as rebooting user power source.
Reply emds are sent after the system intercepts incoming emails so that you are informed
with the operation status.

1 AutoPing and reboot user equipmen€onnect your system to a power outlet and assign the
system network IP address or URL. The NP system wid fhie user equipment
periodically (in every 15 seconds). If the user equipment stops responding the ping request,
the equipment will be power rebooted.

1 Scheduling AC outlet power cycling periodically or per weekly plannéach outlet can be programmed
with itéds own timer.

— Emails- Control Command
LAN Camection i
Internet ”

N\ J ) e | Local Serial Console

N 4 \ o Connection

/ - ST

/ - Ethernet ) R »

I Remote A ccess(Emailing) % f

| | /
”

Power Source 14

HEVB s it (ryorers

netBooter System

w»®
Power Source4
Power Source3
>
» <
\ %

» Power Source2 Power Sources to User
\ Equipment

Power Source 1

Figure 2 - lllustration of Typical Application
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1.3 Front and Back Panel:
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Circuit Breaker
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Switched Powe:

T Outlets
nszaz Master
Ethernet Port
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Figure 3 - NP-08 Front and Back Panel Illustration
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Figure 4 - NP-02 Front and Back Panel lllustration
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Outlet Group A
Power Switch
.
Z115vI15A 8 7 5 5 4 3 2 1
18 15 14 13 12 11 10 9

QOutlet Group B

15VI15A

\
NP'16 Remote Power Reboot Management System
1234867 8 o ° o o o
0000000
ower it s Par Link Data Power Outict Detaur
[gggngqq s sm"] Manual Switch ma:ﬂ:.mv D
] =)
Ethernet Port

Figure 5- NP-16 Front and Back Panel Illustration

= )

f{ @O0E BOpE| [GUb0] [OB0E BaD8] (1,

(8)

Figure 5AT NPB-20 Front and Back Panel lllustration

1. Power Outlet status LEDs:
Visual indication of usergwer outlet On/Off status.

2. NP system power On/Off status LED:
Indication of system power On/Off status.

3. Ethernet Link status LED:
When the LED is illuminated, Ethernet port and a LAN connection are established.

4. Ethernet Active data status LED:
Whenthere is data traffic on the LAN, the LED is illuminated.

5. Factory Default Reset switch:
Allow a user to reset the system to factory default settings. The switch is located behind the
small front panel opening.

6. Power Outlet sockets:
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Power outlets for ser applications.

7. Local Master Port (DCE, 9 pin DB, female, or-&3 socket):
This is also a service port for the user to configure and change system operation settings.

8. Ethernet Port (RJ45, 10 basg
10 basedl Ethernet port for connection to LAN.

9. Manual Switch:
Outlet power output switch. Momentarily pressing down the button to index to the desired
outlet. Pressing down for 3 seconds to toggle the outlet power state. This switch is
equipped on NPO8 and NI systems.

10. Audio Alarm Off Switb:
To temporarily turn off the audio alarm when aggregated AC current draw crosses over the
defined threshold. This control switch is equipped on BBystem.

Synaccess Networks, Inc. www.synaccesset.com (760) 930i 0473 Pat@of 46
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2 Important Safety Precautions for Hardware Installation

2.1 Safety Precautions

It is important that you read this section before attempting any of the hardware installation and maintenance
procedures in this guide.

The following instructions are important for your safety and for the functioning of the unit. Read the instructions
carefuly before attempting the installation

WARNING!
To reduce the risk of fire or electrical shock, never remove the cover of the unit. No user serviceable parts
inside. Repair should be done by authorized service personnel only.

The unit should be instatlein indoor with ambient temperature and sufficient airflow.

WARNING!

Ensure that the hardware you are working with is disconnected from the power supply during installation. This
means that the unitds power c a lcteceuntiayowarenstrucied to kake a b | e ¢
the connections. Follow the instructions in the procedures carefully.

This equipment is disconnected from the power supply by removing the power cord(s) from the power outlet. It is
therefore important to locate thaitclose to a power outlet that is easily accessible.

WARNING!
When connecting a hardware unit to a power supply, for your safety you must always connect it to a grounded wall
outlet.

2.2 Battery Replacement

A 3.0V Lithium battery is install&in the unit for internal Redlime Clock and system data retention. The battery
should last at least 10 years. If the battery needs to be replaced, please ask qualified personnel for the service. Here
is the instruction for the replacement:

a) Use CR2032ype, 3.0V Lithium battery.
b) Remove the old battery from the battery holder,
c) Ilnsert the new replacement to the holder witdh

Synaccess Networks, Inc. www.synaccesset.com (760) 930i 0473 Pat&of 46



User 6s Manual

3 Access to the System

3.1 Factory Default Settings:

The system is shipped with Factory Default settingge default settings for the Local Master serial

port are 9600, 8 data bits, no parity, 1 stop bit, and no hardware handshaking (Flow Control)

The default Admi iad mandthedefdul passwogdiisa d m gAlrexisting

user accountare erased if the system is recovered to the default settings. The default SNMP
Community string for pubpubliccc., private and Trap

There are two ways to restore the system to the Factory Default settings. The first method is to press
a pus-button switch located on the front panel for 1 secdrte second method is to select "Reload
Factory Defaults" from the Main Menu. The Main Menu can be viewed by running a terminal

emul ation program such as Windowds Hyper Term

Upon tre system startup, the terminal screen displays the following screen, as shown in the Figure 6.

If you do not see the screen as shown in the Figure 6, it is likely that the system is not in the default
state. Otherwise, your connection to the Local Mgsbetr is established.

* *
* *

* Synaccess Ne  tworks Inc., Carlsbad, CA, USA. Copyright(c) *

*

System NP -08 *

*
* *
*

HW:3.1 SW:4.1.1
>>DHCP is enabled (DHCP timeout is 8 sec).
>|P address fallback is enabled
>Netwotk initialization....
Network Interface is now UP

>DHCP OK
Timezone (fallback only) = Oh

IP Address: 192.168.0.109
Netmask: 255.255.255.0
Gateway: 192.168.0.1
>
>

> Il Important: a control command mus t proceed with the symbol "/"
> atthe beginning of a command line input. To change it, type "/setup".
>

>Type "/help" for a list of commands.
>

Figure 6 - System Startup Screen

Synaccess Networks, Inc. www.synaccesset.com (760) 930i 0473 Pat2 of 46
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3.2 User Privileges and Port Reservations:

All user levels, including anonymous (visitor), are able to access the system via a serial aonnectio
from your work station to the Local Master port, or via a Telnet session from your work station.

1 Administration Login:
There is only one Administration account o
default password i &namédandpasSBveod maymechanged. Hfgoud e f
login at Administration level, you are able to remove or change existing user accounts, take
over power outlets or user serial console ports and change system settings.

1 User Login:
At user login level, you &rable to reserve power or console ports for your applications if
they are Aopeno, as well as make system co

not able to change power outlet operation status for other reserved power outlets.

1 Anonymous(Visitor) Access:
If you have no account established on the system (as an anonymous user), you are only able
to view the system configuration settings and operate unreserved power outlets.

3.3 Local Master Port Access:

To access and configure the systieom the master port, you need to connect a RS232 port from
your work station to the Local Master Serial Port. Then run a terminal emulation program (such as
Wi ndowds Hyper Terminal) on your computer.

l) Connect the systemds hstraight DBMypas dalder if ybuowork ( D C |
station is equipped with a DTE part.

2) Connect the systembs Ethernet port to your

3) Turn the system power on.

4) At the terminal emul ati on p arptlesystem setupy pe t h
process. Type fAhelpo for help information.

5) The system has DHCP enabled, as a default setting. Network connectivity parameters are
displayed at the startup screen. If the system does not get a DHCP offer, the system falls back
to defalt static network settings. You can alter the default network settings to fit your need.

6) Use the command Apingo to verify your conn
you are able to use Telnet, Web Browsing, Emailing and SMNP.

3.4 External Modem Access:

With this access method, an RS232 port on an external Modem device is connected to the Local
Master Port. Typically, a Modem device is equipped with a DCE (Data Communication Equipment)

Synaccess Networks, Inc. www.synaccesset.com (760) 930i 0473 Pat@of 46
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terminal connector. SPHoman@&Motlemeleviseypsrts &emots L o ¢ a |
complementary (both are DCE ports); you need to use a NULL Modem cable with both male
connectors.

Phone Line
Local Master PortI Serial Cable
o e

netBooter Unit

Figure 7 - External Modem Connection

3.5 Telnet Access:

Operation of on a Telnet ternal is almost identical to the access method via Local Master Serial
Port. You need to make sure that Telnet access is enabled, as a default setting. If the access is not
enabl ed, please refer to Section fiUsing Confi

Before you start the Telnet application, you need to obtain the actual IP address for the system. The
system displays network connectivity information at system startup terminal when your workstation

is connected to the syPtemés Letal MasfigCPS5éeP
Configurationo section of this document for i

Once the network connection is established, at your workstation prompt, you need to enter:
telnet ip_addr

The telnet termial screen will display the following message once it starts, shown in Figure 8. You
need to set a Telnet session on your workstation to Local Echo Off mode.

Telnet session permits an anonymous user who may only to view the system settings and operate
unreserved power outlets and user seri al conso
and Port Reservationso for further informatio

1 Only one Telnet session may be active at the time. Telnet sessions will be refused by the
system if it aleady has a Telnet session active.

1 A Telnet session remains active for 10 minutes if it is in idle state.

1 Telnet access methods can be enabled or disabled using the System Access Setup Menu.

T To terminate an active Tel ndhetesnmd. slfiyauare us e
at a serial port terminal and notice that the terminal is disabled because it is taken over by a
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remote Tel net sessi on, use the command ite
terminate the Telnet if you need to do so.

e+ Telnet 192.168.0.109

Figure 8 - Telnet Session Startup screen

3.6 Web Access:

You need to obtain the system IP address before starting web access to the system. Please refer to
the Telnet Access section for methods to get the system IP addmssals®¥ need to make sure that

web access is enabled, as a default setting. If the access is not enabled, please refer to Section
AUsing Configuration Menuo to change the sett)]
as Windowbts Exphiotemp: drnd pemtddressinin the addr

You must have an account on the system in order to access the system via this method. Without a
valid account, you are only able to view the following web page and get a copy of the Help text
message.

Synaccess Networks, Inc. www.synaccesset.com (760) 930i 0473 Paygof 46
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© http:#synaccess-net.com - Remote Power Management System By Synaccess - Mozilla Firefox

netBooter™ NP-08 s pomo

Networks

Home

Operation Status
Systemn Settings
Net :
User Account Setup
Serial Port Settings
Power Outlet Settings
AutePingFeboot
Settings

Help

EEX

Network Setup Menu

[

Ttem Value
Obtain IF using DHCP Y v
Fallback to statc [P DHCT faled) Yow
Static IP (2% %%) 192,167,100
Subnet Maskiz zzx) 255.255.285.0
Gateway [P (mznx) 192.168.1.1
Set DS Server IP Marmally N v
Pronary DN3Z [P (xxxx) 0.0.00
Secondary DS TPz xx) 0.0.0.0
HTTP Port # (Default-20, requires power
reboot if changed)
Telnet Port # (Default-23) 23
POPS Port # (Default-110) 110
SWTE Port # (Default-25) 25
Incoming Email-POP3 Server mail synaccess-net.com ‘
Cutgomg Emal-SMTP Server mail synaccess-netcom ‘

Account Mamele o mySvs@shealobal net)

testme(@synaccess-netcom

http: fisynaccess-net. com/v{demofrwsetup_files/file.htm

Figure 9 - Web Access Startup Page (N8)

Upon clicking the Login button, a secured login table is displayed at you work station, shown as in
Factory

the Figure

3.7 Email Access:

To establis

10.

Connect to 192.168.0.109

Admin

defaul t

User name: |

Password: |

[Cremembet my password

[

[8]9 H Caniel l

Figure 10- Web Access Login Entry Table

h this

access

met hod,

settiadogi hor

t he

email access method, you are able to execute the NP sy@térolling commands. The NP system

periodically checks incoming mails from a designated POP mail server. The system sends a reply
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emall with command process status if an emall Is intercepted. See Section 4.4 for more information
about how to setup enhaccounts.

2 MSN Hotmail - New Message - Microsoft Internet Explorer

© File  Edit Y¥ew Favorites Tools  Help

eBack @ \_)' \ﬂ \g _h /.._\J Search ‘:_?:‘\':(Favorites @Media e} <] = :7_ E

: Address |ﬁj http: fiby23fd. bay23. hotmail. msn. comfcgi-binfcompose?&curmbox=F000000001 &a=c3eaccafbfa3oboss3all

MSN Home | My MSN | Hotmail | Shopping | Money | People & Chat m ‘Web Search:

—

msn“" HOtmaIl Mail | Calendar | Contacts

SYMaccess @hotmail.com ,i. Messenger: Offline
=1 5erd | ave Draft | I attach » | ¢ ) | [ Tools » | B4 Cancel

To: | testZi@synaccess-net, com |

Subject:| asitesagohniamyPasse rb 18 |

Figure 11 - Email Access- Sending Command from Hotmail Web Site

3.8 SNMP Information:

Applications such as an NMS (Network Management System) or an SNMP browser can exchange
information with the NP systemSNMP is disabled with the default setting.

The information managed by an SNMP daemon on the system can be obtained using SNMP requests
from a remote work station. An SNMP Get/Get Next request fetches the value of a single variable or
a set of variabe An SNMP Set request modifies the value of a variable.

You need to know the name of a variable before your can fetch or modify a variable's value. A
variabl eés symbolic name is mapped to a numer

The MIB (Managemeninformation Base) is a text file describing the internal objects the SNMP

agent can display, monitor, and/or modify. Each MIB object is the system variable that has name
and an OID, as shown in Figure 12. You need the MIB file to properly configuENE client
("manager") for server monitoring. To get a copy of the MIB file, please use a web browser to

access the NP systems. Open the TCP/IP Network Configuration Menu and then click the button
ifGet SNMP MIB Fileo to droevahliomdt hér es Wd tBe hd § emge
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Figure 12 - Implemented MIB Description

Enterprise OID1.3.6.1.4.1.21728.2.4.1

Definition OID Returned message

systemModel 1.1 System Model number. Read only.

systemName 1.2 The system name or site name. Read only.

poweaOutletNum 1.3 Number of power outlets on the system. Read only.

serialPortNum 1.4 Number of console ports on the system. Read only.

systemUpTime 1.5 Seconds since the system in operation.

swVersion 1.6 Firmware version

Outlet Sequence

outletindex 2.11.1 Index for the outlet table

outletName .2.1.1.2 | Outlet socket name. Read/Write.

outletStatus .2.1.1.3 | Outlet socket ON/OFF status. Read only.

outletAction .2.1.1.4 | Change outlet state to ON, OFF or Reboot. Write only.

Envro/Curreh Sequence

envirolndex 3.11.1 Index for the table

currentAlarmThreshold .3.1.1.2 | Aggregated AC current draw threshold for each power inlet (or pow
cord).

currentDrawStatus1 .3.1.1.3 | First AC current monitoring reading. For a system equippéusingle
power cord, this the valid current reading. For dual power corded
system, this is the first part of the AC current reading.

CurrentDrawStatus?2 3.1.1.4 For dual power corded system, this is the AC current reading for th
second power inlet (ggower cord).

currentDrawMax1 .31.15 Maximum aggregated AC current draw value was captured for the
power inlet (or power cord). For a system equipped with single poy
cord, this is the valid current reading. For dual power corded systen|
is the first part of the AC current reading.

CurrentDrawMax2 .3.1.1.6 | Maximum aggregated AC current draw value was captured for the
power inlet (or power cord).

temperatureThreshold .3.1.1.7 | Environment temperature threshold in F.

temperatureReadin .3.1.1.8 Temperature reading in F. Value is zero when the temperature prg
not installed

Synaccess Networks, Inc.
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Event Notifications

lastTrapMessage .100.11 | Explicit operation events. Last TRAP/Natification sent. The messag
include outlet power status changAstoPing/Reboot events, system
power on event, user login/logout event, ..."

CurrentThresholdCrossvent | .1001.2 | Current draw (Amps) crosses the defined threshold for inlet 1 or 2.’

temperatureThresholdCrossEver| .1001.3 | Environment temperature readifin F) crosses predefined threshold|

Figure 12 - List of MIB object

3.9 AutoPing and Power Reboot:

Each power outlet has optional settings that a NP system uses to ping network equipment. The
pinged equipment istaiched to a specific power outlet. It reboots user equipment power source if a
network connection is not detected any more. However, user equipment never gets power reboot if

the equipment never replies ping reply to a NP system.

A power outlet has theptional settings (Power Outlet Setup Menu) that specify the destination IP

address that the system will ping periodically, and maximum network downtime allowed. In
addition, to avoid unwanted reboots, a NP system also pings the gateway IP addreasil{asodef

make sure a NP system has a network connection that is still active. Otherwise, AutoPing will be in
off mode if a NP system lost network connection. To change the default gateway IP address as ping

destination, use TCP/IP Configuration Menu tteeryour desired destination address.
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4 Using Control Command

A NP system provides command line options for viewing or changing system configuration and
operation status. In addition, by using the control command option, users are able to create script
files for automation of equipment test and control.

Control commands are applicable to the connections between your work station and Local Master
Serial Port or a Telnet session.

Some of the control commands are also applicable to emails. Sed sdetiens for more detailed
information about how to setup email accounts.

Once the system starts or a Telnet session is open, you are ready to send control command to the
system. Type command fAhel pod to haweainkiguro mpl e
13.

All login levels including anonymous users are able to use the command line option. However, the
actual command executions are based on your login level. For example, if you are an anonymous
user, you are not able to reserve ofreseve serial console ports or power outlets. If you login at
Administration level, you are able to operate any serial ports and power outlets, reserve or
unreservd any ports or outlets even if they are reserved by other users. See Section 2.2 for a
complee description of user privileges.
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* *

* *

*  Help Menu *

* *

* *

>

>
apVbs n Displays AutoPing run - time info(0 - disable,1 - enable)
csn Displays AC current draw Status(1 - display, 0 - erase max value).
date Displays current date
emailvbs n Displays emailing run time info(0 - disable,1 - basic,2 - detailed)
emailget Starts email reading immediately
emailsend Sends a test email message immediately
ecmd Sets email command delimitor(Select: &, -, +~8$.%>,,< 0r?)
ftpget ip id pwd fileName - Get system data file from a FTP server.
ftpput ip id pwd fileName - Put system data file to a FTP server.
login *Enters user login
logout  *Exits current login
datalog Executes data logging(0 - logging off; 1 - on;2 -read;3 -clear)
mac Displays Ethernet port Mac address

nwset Restarts Ethernet network interface

nwshow D isplays network Status

ping *Pings a host. E.g.: ping 192.168.0.1, or ping yahoo.com
prsvn  *Reserves power outlet #n for current login user

psetnv *Sets power outlet #n to v(value 1 -on,0 - off)
psetd n v s *Sets power outlet n to v (valuel -on,0 - off)withdelay s sec.
psv Sets all power outlets to v(value 1 -on, 0 -off)

pshow *Displays power outlet status

pTmshow Displays power outlet timer information

punrsv n  *Unreserves power outlet n from current login user
rb n *Reboots power outlet n

rbd ns  *Reboots power outlet n with delay s seconds.

rbts *Sets reboot duration to s seconds (s > 0).

setup Starts system configuration menu

sshow Displays console ports configurat ion status
sysshow Displays system information
time Displays current time

usershow Displays all users
whoami  Displays current login user

ver Displays hardware and software versions
! Repeats previous command
***Note - if Restricted Access Mode is on, non - Admin users are limited

to use commands marked with "**

Figure 13- Control Command Help Menu
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5 Using Configuration Menu

5.1 Starting Configuration Menu:
There are four ways to start the Configion Menu:
1) Local Master Port access method. Run a terminal program from a work station via serial
connections between a serial port from your work station and the Local Master Port of the

system.

2) External Modem device access method. Run a termprogtam from a remote work state
and establish the connection via a telephone line.

3) Telnet access method. Your workstation and the system are connected to LAN.
4) Web access method. Your workstation and the system are connected to LAN.
Ifyouhaveallaedy | ogged on to the system, enter the

Menuo table as shown in Figure 15. Without | o
will see the following screen:

* *

* *
*  Login Menu *
*

* *

kkkkkkkkkkkkkkkkkkkkk
>
> 1) Anonymous (Visitor) login
2) Login
3) Help
4) Quit

>Enter your selection:

Figure 14 - Menu Configuration i Login Menu

Menu selection 1:

When you enter the system as an anonymous user, you can start operate serial console ports or
power outlets as far as they are not reserved by other users. However, you can only emew syst
configuration parameters and are not able to make system configuration changes.

Menu selection 2:
If you already have accounts established and want to start configuring the system or to change
serial console port and power outlet operation status sehbis menu option.
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Menu selection 3:
If you do not have an account on the system or if you have an account already and want to
modify your account or delete an account, select option 3.

Menu selection 4:
Lists help information.

Menu selection 5:
Exit menu operation.

5.2 System Main Menu:

This is a top level system main configuration menu, as shown in Figure 15 and 16.

Main Menu *

* ok ok ok F

vV Vv

1) Reboot Power Outlet
2) Setup System
3) Setup TCP/IP Network
4) Configure Serial Console Port
5) Configure Power Outlet
6) Setup New or Existing Accounts
7) Reload Factory Defaults
8) Save Settings
9) Quit

>Please enter your selection

Figure 15- System Main Menu (Terminal Program Screen)

Synaccess Networks, Inc. www.synaccesset.com (760) 930i 0473 Pag@of 46




User 6s Manual

=lojx|
File Edit View Go Bookmarks Tools Help
@-o- g © @ [ hetpisinsz. 168189 >l O |Cl
’Getting Started L-.;‘ Latest Headlines | | YoiceMail
Synaccess il
e netBooter™ NP-1601
.
Operation Status System IllfOl'matIOI‘l
System Settings
Network Settings |System Name | jUndeﬁned
User Account Setup [Firmware Yer ,5' )2 |
Serial Port Settings iNetwork ;DHCP F
) |Total Outlet Number 16
Power Outlet Settings :
: |Last Login
AutoPing/Reboot ‘U TS 5 0be 2 7
Setings . Soie ok S ]
Help

Figure 16 - System Main Menu (Web Page)

From Figure 15, System Main Menu (Terminal Screen):

Option 1 - Reboot a power outlet:

Reboots a power outl et. Rebooting executes i
under your accountHowever, if you logged in at Administration level; you are able to operate any
power outlets even if they are reserved by other users.

Helpful info:
control command Arb no executes the same f un

Option 21 Setup System:
Entes System Access Setup submenu.

Hel pf ul info: control command Asysshowo displ

Option 31 Setup TCP/IP Network:
Enters TCP/IP Network Configuration submenu.

Hel pf ul info: contr ol c¢ o rooneeatdty infformesdm.o wo di spl a

Option 4 - Configure Serial Console Port:
Enters Serial Console Port Configuration submenu.

Hel pf ul i nf o: control command fAsshowodo displ ay
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Option 5 - Configure Power Outlet:
Enters Power Qiet Setup submenu.

Hel pf ul info: control command Apshowo displ ay
control command fAptmshowo displays all p

Option 6 - Setup new or existing accounts:
Enters User Account 8 submenu. Select this option if you need to create new account, change
existing account, and delete existing account and reserve power outlets and serial console ports.

Hel pful info: control command fiuserlisto disp

Option 71 Reload Factory Defaults:
Reloads to factory default settings. You must login at Administration level.

Option 81 Save settings:
Save current system configuration parameters.

Option 971 Quit:
Returns to previous menu.

5.3 System Access Setup Menu:

k% Ok ¥ F

System Access Setup *
*
*
>
> 1) System(Device) name............... Undefined
2) Date(mm/dd/yyyy)......cccceueen. 03/07/2007
3) Time(hh:mm:ss).......cccceeeeenne 00:58:36
4) Serial port mode................. .Console
5) MODEM startup string.............. ATEOMO0Q1&C0&D0S0=1
6) Non - Admin user restriction*(Y/N)..N
7) Web access (Y/N)......cccccueen.e. Y
8) TELNET enable (Y/N)............... Y
9) TELNET timeout(max 65535 m inutes).10

10) TELNET anonymous user (Y/N)....... Y
11) Command control via email(Y/N)....N
12) SNMP agent enable(Y/N)............ N

13) SNMP Community String ............ Fkkkokk
14) SNMP Trap (1 -onO0 - off)............ 0
15) SNMP Trap Receiver IP Address.....
S) Save.

q) Quit.
***Note for 6): for controllingnon - Adminuser'saccessto systemdata.

>Please enter your selection:

Figure 17 - System Access Setup Menu (Terminal Screen)
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System Access Control Menu

Network Settings ‘ L Value
Tser Account Setup ESystem (or Site) Name :lUndefined
Serial Port Settings [Time (bhommss) [ororsz
Power Outlet Settings [Date (um/ddiyyyy) e IW .
AutoPing/Reboot [Master Serial Port Mode | !WIQLI
Settings Modem Startup String [ATEOMOGT&C08D0S0-1
Help ‘Non~Adm1n Level User System Access Restriction (note) ;WZ]

|Enable Web Access I IY_L,

[Enable Telnet i 'Y—.:_‘

|Telnet Timeout (max 65535 minutes) ]lm—

[Enable Telnet Anonymous User IY_L]

:Enable Command Control Via Email ,N_;I

[Enable SNIMP agent IN_:]

SNMP Community String lﬁ

(ReadWrite for Public, Private & Trap)

[Enable SNMP Trap =

‘Sﬁ:l\@ Trap VRECEIVEY IP Address (xxxx) I \mm_

|Current Alarm Threshold (must <35Amps) lT

;Alarm Email Notification I—IG
|

Figure 18- System Access Control Menu (Web Page)

System(Device) name:
Assign a system name, sometimes referred as site or deviee nam

Date and Time:
Enter calendar date and raihe clock.

Serial Port Mode:

Configure the Local Master Port to interface type: either to a seri2lBR$ort on your work

station or an external Modem device. An external Modem device is typically equigth

a DCE (Data Communication Equi pment) ter mi
Master Port and Modem device ports are not complementary, you need to use a NULL
Modem cable with both male connectors. For information about connecter pin asgignme
please see Appendix A.

Modem Startup String:

Define an external Modem control command string that is sent from the system to an external
modem device periodically (in every 15 minutes). If you do not need to define the control
string, leave the entrfyeld empty.

Web Access:
Enable or disable web access to the system. Default to enable.

Telnet Access:
Enable or disable Telnet access to the system. Default to enable. Only one active Telnet
session is permissible.
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1 Enable Telnet Anonymous User
Enabke or di sabl e an anonymous userds access

1 Control command via Emails:
Enable or disable this access method. When it is enabled, you need to make sure you also
have completed POP/ SMTP server and &tirai | 1
Net work Configurationo setup menu for deta
Default to disable.

1 SNMP Agent Enabling:
Enable or disable SNMP agent on the system. If the system SNMP Agent is enabled, it
collects and stores management infation and makes this information available to NMS
using SNMP. Please see Section 2.5 for a list available MIB objects that the system supports.
Default to disable.

1 SNMP Trap Enabling:
Enable or disable Trap sending. If this option is enabled sTaepsent if there is a power
reboot command execution on the system. Default to disable.

Note: you must enable the abdv®MP Agensetting. Otherwise, enabling Trap setting will
not take effect.

1 SNMP Trap Receiver IP Address:
Enter Trap Monitoring regiver IP address.

T SNMP Community String:
To specify SNMP MIB/ Trap community string.
used for public, private and Trap.

1 Current Alarm Threshold:
To defined AC current draw alarm threshold. The unitis Amps

1 Alarm Email Notification:
Enable or disable Email alarm sending method.

1 Alarm Notification Interval (Minute):
Define alarm notification sending interval.

1 Save and Quit:
Save current configuration data and return to previous configuration menu.
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5.4 TCP/IP Network Configuration Menu:

This is a submenu of System Main Menu.

* *
*  Network Configuration Menu *
* *
>1) Obtain IP using DHCP................... Y
2) Fallback to static IP(if DHCP failed)..Y
3) Static IP Address.........cccceveeene 192.168.1.100
4) Sub net Mask......... ....255.255.255.0
5) Gateway IP Address...........c.coc..... 192.168.1.1
6) Set DNS Server IP Manually (Y/N)....... N
7) Primary DNS IP Address................. 0.0.0.0
8) Secondary DNS IP Address............... 0.0.0.0

9) HTTP Port number(default 80, see note).80
10) Telnet Port Number(default 23)......... 23

11) POP3 Port Number(default 110).......... 110

12) SMTP Port Number(default 25)........... 25

13) POP3 Email Server..........ccccceuve. Undefined

14) SMTP Email Server.  ....cccoeeveennee. Undefined
15) Incoming Email Account Name............ Undefined
16) Incoming Email Password................ Frkkkk

17) 2nd outgoing(replying) Email Address...

18) Outgoing Email Authentication.......... Y

19) Checking Email Interval(Minut 1<) B 2

20) Access Control List(ACL) Enable (Y/N)..N
21) Network Connection Check Using This IP..
[Leave 21) blank if Gateway IP is used. Applicable to AutoPing Mode.]
s) Save.
q) Quit.

Note - Requires system reboot, if the parameter changes.

Please enter your selection:

Figure 19 - Network Configuration Menu (Terminal Screen)

1 Obtain IP using DHCP:
Enable or disable DHCP. The purpose of using DKI®amic Host Configuration
Protoco) is to assign dynamic IP addresses to a computer or a network device on a network.
There must be a DHCP server on a network running and the server must permit an assigned
computer or network device to be on the LANthis option is disabled on the NP systems,
the system will not send DHCP requests to a network.

1 Fallback to static IP (if DHCP server no offer):
Define a static IP address. If DHCP is disabled on the system, there is no DHCP server
running on a networkor a DHCP server refuses IP offering, you have the option to whether
either allow the system to use a static IP address or not.

9 Static IP Address:
A static IP Address is an IP address that never changes. This IP address will be used if a
DHCP serverP has no IP offered or DHCP automatic IP address is disabled.
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Home ]
Operation Status NetWOI'k Setllp Menll
System Settings
Netw I Item Value
User Account S;ﬁxp Obtain IP using DHCP m
Serial Port Seitings || [Falback to static IP (f DHCP failed) [v=]
Power Outlet Settings Static IP (x x.x.X) W
AutoPing/Reboot |Subnet Mask(xxxx) , [W
Settings Gateway IP (xxx%) AR
Help [Set DN Server IP Manually N=]
Primary DNS IP (x xx.x) |0.0.00
:Secondary DNSIP(xxxXx) IIJ.EIAIJ.EI
HTTP Port # (Default-80, requires power reboot if changed) | lBﬂi =
Telnet Port # (Default-23) I
POP3 Port # (Default-110) filo
[SMTP Port # (Default-25) [os
Incoming Email-POP3 Server IUndetined
:Outgoing Email-SMTP Server IUndefined
Account Name (e.g.: mySys@sbcglobal net) [Undeﬁned
W sty A

Figure 20 - TCP/IP Network Configuration Menu (Web Page)

Subnet Mask:
Defines a static subnet mask that is a part of your static network address settings.ryrhis ent
is for your IP network class, which is distinguished by using a subnet mask.

Gateway IP address:
Specifies a gateway IP address that is a part of your static network address settings. This is
your routerdés | P address.

HTTP Port Number:
Specifies a HTP port number. Default value is 80.

Telnet Port Number:
Specifies a Telnet port number. Default value is 23.

POP3 Email Server:

Specifies POP (incoming Email) server address. The system supports POP3 Internet Email
Protocols, not web based Emals vi c e s . fnedi.lc.oamon aanade siggop .t
examples of POP Email servers. Make sure that the POP server you use does not require log
on secure password authentication.

SMTP Email Server:

Specifies SMTP (outgoing Email) server address. $@iger will be used for you to send
outgoing (reply) -Bmaicomo Bmdi ismmypatoesso
SMTP Email servers. NP supports SMTP log on secure password authentication option.

Hel pf ul I nf o: us e t hdiatety cheakmeomingfermaitsa i | get 0

Incoming Email Account Name:
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Specifies emall address that the system receives. This email account name Is also used for
outgoing (replying) emails.

1 Incoming Email Account Password:
The Email account password is specifiedhis entry. This password is also used for
outgoing (replying) emails.

1 2" Outgoing (Replying) Email Address:
This is an additional outgoing reply email address. The system always send replying email to
the sender. There is no limitation of typéglestination email servers, whether a web based
emailing system or SMTP. Examples of destination addressesydeail@hotmail.com
and yourMail@aol.com

Helpful Info: ue¢ t he command fiemail sendo to I mmedi &

1 Reply (Outgoing) Email Authentication:
I f an SMTP (outgoing) email requires a use
for this entry.

Hel pf ul | nf o: u scamnediately ehacll incoreing amallsg et 0t

1 Check Email Interval:
This entry specifies how often the system checks incoming emails. The minimum interval is
one minute.

1 Access Control List (ACL) Enable:
Enable or disable for controlling client IP addressestess the system.

1 Network Connection Check Using This IP:
This entry specifies an IP address or a URL site that the NP system will ping periodically for
verification of network connectivity. If the network connection is down or inactive,
AutoPing is in & mode. If this entry leaves blank, network gateway IP address will be used.

5.4 More about Emailing Access:

5.4.1 Sending Control command to the system:

A control command is placed in the email subject field. It has the following format:
&SysName&userName&password&Command&,
wheren &0 1 s a command d ei$auser defened;systénsor device nalhe; me 0

Auser maadedipasswordo are valid ufeommastedant na
actual system control command.
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Command delmiters are special characters or spaces that identify the beginning or end of a group
of characters in a command. Delimiters are used to separate a character string into the individual
parts that form a command: command label, command name, parameterdssyama parameter

values. The defauttelimiterc har act er iTso ficghta nsgyemhbiotl,. use Cc 0 mma:
terminal program or telnet session. Use comm
symbols.

For exampl e, sendyiSng ee3n&g iolh nsW&blj2e3cats 6i&& b 2 &0 wi
2 on the NP system, named as fimySite30. The wu
Figure 10 shows an example of sending a control command email from Microsoft Hotmail to a POP
email recipienttest2 @synaccesget.com

synaccessnetworks@hotmail.com ,;  Messenger: Offline

=1 send | (&4 Save Draft | 1) attach v | ¢ & | (&3 Tools » | E9 Cancel

To: ‘i test2@synaccess-net.com 1

Cc: \ M

Bee: [ ‘

Subject:{'&sites&johnw&myPass& th 1& \

Figure21-Sendi ng a Control Command Arb 20 Fror

Before a command is executed, a confirmation reply email is sent. The destifatiemeplying
email address is already defined in the Network Configuration Table. Figure 22 shows a reply email
is received and displayed at fAhotmail 06 web si
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2 MSN Hotmail - Message - Microsoft Internet Explorer.

: Flle Edit View Favorites Tools Help

@Back v \_) @ @ :h /‘:) Search *Favorites QMedia

: Address @ http:{fby23fd.bay23.hotmail.msn.comjcgi-binfgetmsg?msg=M3G1107728: Vl

msn‘ HOtmall - Today ‘ Mailr Calend:

synaccessnetworks@hotmail.com ,;  Messenger: Offline
‘ (<3 Reply | £ Reply &ll | 1 <> Forward | X Delete | X Junk | 2% Put in Folder v | 55

From : <testl@synaccess-net.com:> 4| ¥ | X | Einbox s
Sent : Sunday, February 6, 2005 10:17 PM };\g
To: <synaccessnetworks@hotmail. com> ‘é‘f
X

Subject : #Reply:&sysSiteSajohniWaxxxarb 28 0

Q

H
Command status: OK. [=1%

C
< [

Figure 221 Reply Email Before a Control Command Is Executed

A control command is not executed if the system name does not match, user name does not
exists, or the name does not have the privilege to operate the designated serial console port or
power outlet port, or if there is a command syntax error. If thipdvag a reply email is sent

to indicate the problem of the command, as shown in the Figure 23.

% . et I 3
msnb HOtmall Today ‘Mail calendar l::ontactt,’3

jshan99@hotmail.com  ,; Messenger: Offline

; § Save Addi
£<aReply | X3 Reply &ll | | > Forward | X Delete | X Junk | 2% Putin Folder v | 55 Print View | B
From : <test2@synaccess-net.com>
Sent : Wednesday, January 12, 2005 2:18 PM
To: <jshan99@hotmail.com>
Subject : #Reply: &yourRouter&adminisset 2&

Command status: System Name err

Figure 231 Reply Email Indicating System Name Mismatch Error

Helpful Info:
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1 Usethecommane mai | vbs x0 t o odeelhvertbase nmodei the system b o s e
displays detailed information while sending and receiving emails. It is helpful while you are
setting up your email accounts.

A emai | turis she @ose mode off.

i emai | setbthe syisiem to level 1 verboseenadwhich high level emailing
activities are displayed.

Aemai |setdtstheXxsystem to level 2 verbose mode, in which detailed emailing activities
are displayed.

T Use command fAemail geto to check incoming e

T Use commando fAteomasiensde nad t e st mai | i mmedi at el

5.5 Serial Console Port Configuration Menu:

This section describes serial console port configuration and operating settings.

Serial Console Port configuration starts with the following menu:

*  "Master" Port Configuration Menu *
* *
* *
>
> 1) Baud rate.......ccoveeveiienecnnennn. 9600
2) Data bits:(7 or 8).....ccccecvvrvirninns 8
3) Stop bitsS(1 Or 2)...cceveiieieeieenee. 1
4) Parity(1 - Even,2 - Odd,3 - None). ............... 3
5) Flow control(1 - hardware,2 - None)............ 2
6) Port name........c.ccooeveviineennenn Master
7) Save:
8) Quit:
>Please select a parameter to change:

Figure 241 Serial Port Parameter Entry Table
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a http://192.168.0.100/serPortCfg.shtml - Microsoft Internet Explorer

File Edit View Favorites Tools Help o

@Back > & i] ﬂ ; /V‘Saavch . Favorites @Medla & iz |- e:s @ ':“
Address | @] http://192.168.0.100/serPortCFg.shtml v aGO : Links > @
~
Synaccess L
3 e N /
Serial Port Setup Menu
Port  Port Name Baud Rate  Data Bit Parity Stop Bit Flow Control ~ Owner (Locked by) Port Connection®
M Master 9600 v| |8 v None (¥ |11 ¥ None v admin Always On
1 Undefined 38400 v| (8 v| [Nonew| [1v| [None | (Open (@)
2 | Undefined 900 v |8v| |Nomew| 1v| [None | [Open ®

[ BACK JLLogou( and close J

Note:

Port Connection - user serial port to Network Interface or Local Master Serial Port. &
&] Done ® Internet

Figure 25 - Serial Port Setup Menu (Web Page)

i Baud Rate:
The system supports the following baud rates: 2400, 4800, 9600, 19200, 38400, 57600 and
115200. It is strongly recommended that Master port and a user serial port have the same
data rate while exchanging data between them so that data loss is eliminated. If you must run
both ports using different baud rates, Flow Control (hardware handshakimgyl be
enabled on all connected serial console ports.

Pl ease also note that when Telnet access i
Ethernet interface port and user communication equipment, without enabling flow control,
you might expegnce data loss when data exchange rate is high. This is because data flow
from the systemds Ethernet port is subject

1 Data Bit:
Supports 7 or 8 bits.

1 Stop Bits:
Supports 1 or 2 bits.

1 Parity Bits:
Supports EvenOdd or None.

1 Flow Control:
Flow Control is hardware handshaking using CTS/RTS signals on the connectors. Please see
Appendix A for information about RS232 connector pin assignments.

1 Port Name:
Assign a name for the poMdsterAd ways assighn
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5.6 Power Outlet Setup Menu:

This section describes:
1) Manual Power Outlet Set Swith Operation.
2) Power Outlet Configuration
3) AutoPing Functions
4) Timer Usages.

Manual Power Outlet Set Switch Operation:

1) Press the switch for more than 0.5 secondsléss than 3 seconds) and then release the
switch. You will see a LED on the front panel blinking. Continue the procedure until the
desired LED/power outlet number is selected.

2) Once the desired LED (power outlet number) is blinking, holding down thehstor 3
seconds. Then you will observe the LED is changed to solid On or Off state. The power
outlet power status is changed accordingly.

3) Repeat the procedure 1) and 2) for change the next power outlet state.

If you run a terminal program, power titsetup starts with the following menu:

Fkkkkkkkkkkkk

Power Outlet Port Setup Menu *

I

VvV Vv

1) Change power port parameters.
2) Change power reboot Duration (for all outlets).
3) List all power port status.
4) Quit and go back to previous menu.

>Please enter your selection:

Figure 261 Power Outlet Setup Menu (Terminal Screen)

1 Change Power Port Parameters:
Enter power outlet configuration submenu.

1 Change Power Reboot Duration:
Enter power reboot duration value. When the reboot process starts, the system flips current
power outlet status from On to Off, or Off to On for the number of seconds that this
parameter defines. The default value is 5 seconds. This is parametertapglipswer
outlets.

1 List of All Power Port Status:
Display all power ports current statuses, as shown in Figure 30.
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Helpful Info:
T Use command fipshowo to display al/|l
*  Power Outlet Port Parameters and Status
>
>
Port | Name | Status | Reserved By | Timer
----- R + +
1| Switch5| On]| Open| Off
2| Undefined| On| Open| Off
3] eqtl| On| JohnW | On
4| Undefined| On| Open| Off
>***Power reboot duration: 5 seconds.
>
>Press key "Enter" to continue ...
Figure - 27 List of Power Outlet Status (Terminal Screen)
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